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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

. _ . , VT 09/318,692 

Application Sena] No 

ConfiimationNo. ". May 25 1999 

Filing Date [Z'Kri^iiamoorthy, et al. 

5 Applicant 2153 

Group Art Unit IZAnita Choudhary 

Examiner ........... — 200308240-1 

in FIRMWARE TO STORAGE DEVICES AND MANAGING DEVICES 

IN A CLIENT SERVER ARCHITECTURE 

THEfT ■ A~R ATTON UN™*™ STfLF.R. 81.131 
15 Ma below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my 
name. 

I believe I am the original, first and joint inventor of the subject matter 
which is claimed and for which a patent is sought on the invention entitled 
20 "System and Method for Securely Downloading Firmware to Storage Devices 
and Managing Devices in a Client Server Architecture," as identified above. 

The invention was conceived and reduced to practice in the United States 
prior to May 5, 1998, the earliest of the filing dates of U.S. Patent No. 
6,438,643 to Ohara et al, U.S. Pat No. 6,694,376 to Ohara et al, and U.S. Pat 
25 No. 6,105,066 to Hayes Jr. et al. Attached to mis declaration is a redacted 
invention disclosure document which predates the filing date of the two Ohara 
patents and the Hayes Patent The attached declaration establishes inventive 
and reduction to practice dales prior to May, 5 1 998 . 

All statements made herein of my own knowledge are true, and all 
30 statements made on information and belief are believed to be true. Further, 

l.«eiH.y»», PU.C 1 U1 * 
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these statements are made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under 
Section 1001 of Title 18 of the United States Code and that such willful false 
statement may jeopardize the validity of the application or any patent issued 
therefrom. 



********** 

Full name of inventor: 
Inventor's Signature: 
Date: 
1 0 Residence: 
Citizenship: 



Suban G. Krishnamoorthy 



29 Pal Drive, Shrewsbury, MA 01545 
India 



********** 

Full name of inventor: 
1 5 Inventor's Signature: 
Date: 

Residence: 
Citizenship: 



John R. Graham 



lORobbs Terrace, 
Lunenburg, MA 01462 
US Citizen 



20 
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********** 

Full name of inventor: 
Inventor* 3 Signature; 
Date: 
5 Residence; 

Citizenship: 

********** 

1 0 Full name of inventor: 
Inventor's Signature: 
Date; 

Residence: 
1 5 Citi2enship: 



Charles A. Stoneham 



87 Willow Brook Road 
Holden, MA 01520 
U.S. 



James S. Doucette 



134 Olive Street 
Ashland, MA 01721 
U.S. • 



3 of 3 



L«« * H*ys, PLLC 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Application Serial No 09/318,692 

Confirmation No 1777 

Filing Date May 25, 1999 

5 Applicant,.. Kiishnaraoortby, etaL 

Group Art Unit 2153 

Examiner Anita Choudhary 

Attorneys Docket No 200308240-1 

Title: SYSTEM AND METHOD FOR SECURELY DOWNLOADING 
1 0 FIRMWARE TO STORAGE DEVICES AND MANAGING DEVICES 

IN A CLIENT SERVER ARCHITECTURE 

DECLARATION UNDER 37 C JJL S 1.131 
15 As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my 
name. 

I believe I am the original, first and joint inventor of the subject matter 
which is claimed and for which a patent is sought on the invention entitled 
20 "System and Method for Securely Downloading Firmware to Storage Devices 
and Managing Devices in a Client Server Architecture," as identified above. 

The invention was conceived and reduced to practice in the United States 
prior to May 5, 1998, the earliest of the filing dates of US. Patent No. 
6,438,643 to Ohara et al, US. Pat No. 6,694,376 to Ohara et al, and US. Pat 
25 No. 6,105,066 to Hayes Jr. et al. Attached to this declaration is a redacted 
invention disclosure document, which predates the filing date of the two Ohara 
patents and the Hayes Patent The attached declaration establishes inventive 
and reduction to practice dates prior to May, 5 1 998. 

All statements made herein of my own knowledge are true, and all 
30 statements made on infonnation and belief are believed to be true. Further, 

Lee A Hayvs, PLLC 1 Of 3 20030Q24Q-1 

*\'« ct 'J 7) 
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these statements are made with the knowledge that willful false statements 

and the like so made are punishable by fine or imprisonment, or both, under 

Section 1001 of Title 18 of the United States Code and that such wiUfUl false 

statement may jeopardize the validity of the application or any patent issued 

5 therefrom. 

********** 

Full name of inventor: 
Inventor's Signature: 
Date: 
1 0 Residence: 
Citizenship: 

********** 

Full name of inventor: 
1 5 Inventor's Signature: 
Date: 

Residence: 
Citizenship: 

20 



Suban G. Krishnamoorthy 



29 Pal Drive, Shrewsbury, MA 01545 
India 

10 Robbs Terrace, 
Lunenburg, MA 014<52 
US Citizen 



Lee£tfay$s,PU.C 2 of 3 200308240-1 /\ 

PAGE 6/21 * RCVD AT 1W5/2004 6:14:09 PM [Eastern Daylight Time] ' SVR:USPT0-EFXRF-1/2 * DNIS:8?29306 * CSID:509 323 8979 * DURATION (mm-ss):04-08 - 



OCT 05 2004 15 = 29 FR LEE - HAYES PLL 509 323 8979 TO 17038729306 



P. 07/21 



********** 

Full name of inventor: 
Inventor's Signature: 
Date: 
5 Residence: 

Citizenship: 

********** 

1 0 Full name of inventor: 
Inventor's Signature: 
Date: 

Residence: 
15 Citizenship: 



Charles A. Stoneham 



87 Willow Brook Road 
Holden, MA 01520 
U.S. 



James S. Doucette 



134 Olive Street 
Ashland, MA 01721 
U.S. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Application Serial No 09/318,692 

Confirmation No 1777 

Fi ling Date May 25, 1999 

5 Applicant ». Krishnamoorthy, et aL 

Group Art Unit 2153 

Examiner ■ Anita Choudhary 

Attorney's Docket No 200308240-1 

Title: SYSTEM AND METHOD FOR SECURELY DOWNLOADING 
1 0 FIRMWARE TO STORAGE DEVICES AND MANAGING DEVICES 

IN A CLIENT SERVER ARCHITECTURE 

DECLARATION UNDER 37 C JJ*. § 1.131 

15 As a below named inventor, I hereby declare that; 

My residence, post office address and citizenship are as stated below next to my 
name. 

I believe I am the original, first and joint inventor of the subject matter 
which is claimed and for which a patent is sought on the invention entitled 
20 "System and Method for Securely Downloading Firmware to Storage Devices 
and Managing Devices in a Client Server Architecture," as identified above. 

The invention was conceived and reduced to practice in the United States 
prior to May 5, 1998, the earliest of the filing dates of US, Patent No. 
6,438,643 to Ohara et al, U.S. Pat No. 6,694,376 to Ohara et al, and U.S. Pat 
25 No. 6,105,066 to Hayes Jr, et al. Attached to this declaration is a redacted 
invention disclosure document, which predates the filing date of the two Ohara 
patents and the Hayes Patent The attached declaration establishes inventive 
and reduction to practice dates prior to May, 5 1998. 

All statements made herein of my own knowledge are true, and all 
30 statements made on information and belief are believed to be true. Further, 

A Hayes. PLLC 1 of 3 2OO303240-1 
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these statements are made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under 
Section 1001 of Title 18 of the United States Code and that such willful false 
statement may jeopardize the validity of the application or any patent issued 
5 therefrom. 



********** 

Full name of inventor: 
Inventor's Signature: 
Date: 
1 0 Residence: 
Citizenship: 



Suban G. Krishnamooithy 



29 Pal Drive, Shrewsbury s MA 01545 
India 



********** 

Full name of inventor: 
1 5 Inventor's Signature; 
Date: 

Residence: 
Citizenship: 



John R. Graham 



10 Robbs Terrace, 
Lunenburg, MA 01462 
US Citizen 



20 
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********** 

Full name of inventor: 
Inventor's Signature: 
Date: 
5 Residence: 

Citizenship: 

********** 

1 0 Full name of inventor 
Inventor's Signature: 
Date: 

Residence: 
15 Citizenship: 



Charles A. Stoneham y 

87 Willow Brook Road 
Holden, MA 01520 
U.S. 



James S. Doucette 



134 Olive Street 
Ashland, MA 01721 
U.S. 



3of3 



200300240-1 



Lbo& Hayes, PLLC 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Application Serial No ... 09/318,692 

Confirmation No - - 1777 

Filing Date * May 25, 1999 

5 Applicant ; > Krishnainoorthy, et aL 

GroupAitUttit 2153 

Examiner Anita Choudhary 

Attorney's Docket No 200308240-1 

Title: SYSTEM AND METHOD FOR SECURELY DOWNLOADING 
10 FIRMWARE TO STORAGE DEVICES AND MANAGING DEVICES 

IN A CLIENT SERVER ARCHITECTURE 

DECLARATION UNDER 37 C-F-R- § 1-131 

15 As a below named inventor, I hereby declare that 

My residence, post office address and citizenship are as stated below next to my 
name. 

I believe I am the original* first and joint inventor of the subject matter 
which is cUimfid ^nd for which a .patent, is sought on the invention entitled 
20 "System and Method ft>r Secairely 'I^wnloading Firmware to Storage Devices 
and Managing Devices in a Client Server Architecture " as identified above. 

The invention was concaved and reduced to practice in the United States 
prior to May 5, 1998, the earliest of the filing dates of U.S. Patent No. 
6,438,643 to Ohara et al, U.S. Pat No. 6,694,376 to Ohara et al, and U,S, Pat 
25 No. 6,105,066 to Hayes Jr. et al. - Attached to this declaration is a redacted 
' invention disclosure document, which predates the filing date of the two Ohara 
patents and the Hayes Patent The attached declaration establishes inventive 
and reduction to practice dates prior to May,' 5 1998. 

: : AU^fei'^nems ; ii&de tierfeiii tff iiiy oWn 1 'j&bwledge are" tiuei anil all 
30 statements xdade on information and belief are believed to be true; Further, 

Lbs A Mayas, PLLC 1 Of 3 200308240-1 
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these statements are made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under 
Section 1001 of Title 18 of the United States Code and that such willful false 
statement may jeopardize the validity of the application or any patent issued 
5 therefrom. 



Full name of inventor: 
Inventor's Signature: 
Date: 
10 Residence: 
Citizenship: 



Suban G, Krishnamoorthy 



29 Pal Drive, Shrewsbury, MA 01545 
India 



********** 

Full name of inventor: 
1 5 Inventor's Signature: 
Date: 

Residence: 
Citizenship: 



John R. Graham 



10 Robbs Terrace, 
Lunenburg, MA 01462 
US Citizen 



20 



Lee & Hayes, PUC 
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********** 



Full name of inventor: 
Inventor's Signature: 
Date: 
5 Residence: 

Citizenship: 



Charles A. Stoneham 



87 Willow Brook Road 
Holden, MA 01520 
U.S. 



1 0 Full name of inventor: 
Inventor's Signature: 
Date: 

Residence: 
15 Citizenship: 



James S. Doucette 



james 



134 Olive Street 
Ashland, MA 01721 
U.S. 



3 of 3 



Lea & Hayes, PLLC 
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INVENTION DISCLOSURE FOBM 



... . 



1. Contributor^) Information: (For each person -who conceived any part of the invention, please 
provide the following: information. Identify which contributor should be the primary contact for 
further information. Inventorship will be determined by the attorney who files the patent 
application.) 



Suban Krishnamoorthy 
Charles Stoneham 
John Graham 
Jim Douccttc 



* * • 



1 v 



32/1/B7 
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Agent Manager 



Agent;! Asent:-2 o 0 0 



Agent ;N 



Management 
.Information 
Database : 
Security DB, 

MIBs. etc. 
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COMMAN.fi 


CAPAA.KJABLE 1 




0x01 


TIT TO TlXT/T f*t£ TJT2fittilT 


0*02 






mi* Off TTMTf TflT A HV 


0x03 


"OTSTlTTirCl 1 QTJVW^Tt 4 


0x04 


nri^ TV A : B A ^t*?*V 


0x05 


t»y^ / 7HCtt>/v /T>T**TAriKTT?i 


0x06 






vnwTi/r a.'T t Ttf TT fn «fWult» P'Ltat 
oottl . 


0x07 




0x08 






INQUIRY -DEFAULT 


0x09 


-INQUIRY E Vlrli * JrAWS uu 


OxQA 


INQUIRY - EVPD -PAGE 01 


OiOB 


INQUIRY - SvFD - JrAOiii vZ 


" ." OxOC 


TKeUIRY -1CVPD - PAGE 03 


OxOD 


INQUIRY - EVPD - IrA&Mi 80 


OxOtE 


INQUIRY -EVPD - PAGE 81 


OxOF 


INQUIRY - EVPD •PAGE B% 




INQUIRY- EVPD - PAGE -CO 


0*11 


INQUIRY - EVPD -PAGE CI 




INQUIRY - WfPD - PAGE C2 


flvl ft 


INQUIRY - EVPD - PAGE C3 


UXJUr 






kESEKVE 


_ ... 


RELEASE 








MODESELRCT (6 Byte) - ALL 




MODE SELECT CIO Byte) - ALL 

PACES 


0x18 


MODE SENSE <6 Byte)* ALL 
PAGES 


0x19 


MODE SENSE (10 Byte) - ALL 
PAGES 


OxlA 






START UNIT (IMMEDIATE! 


OxlB 


START UNIT 


0*1C 


STOP UNIT IMMEDIATE) 


OxlD 


STOP UNIT 


OxlE 






PREVENT MEDIUM REMOVAL 


OxlP 


ALLOW MEDIUM REMOVAL 


0x20 






WRITE BUFFER (Mode 4) 


0x21 
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COMMAND 


CAP VAKIAH'I-E 


"Fleam input Decryption Password 
for thla AClFfilo* 


0x40 


"Scanning BUS - Please wait* 


* rw jli 
UXAJ. , , , 


''Firmware Update lB. : KEQUIREjy 


UXAiS 


Tutnware Update IS NOT 
EEQUIE£D F 


UXAo 


-MODE T^affB Update IS 
REQUIRED* 


QXA4 


"MODE Page Update IS NOT 


LbcA5 


*** DO NOT DISTURB - 
PIBMWARE DOWNLOAD IN 
PROG&ESS - System Data WILL be 
retained ++" 


0xA6 


DO NOT DISTURB • 
FIR^AIffi DOWNLOAD IN 
PROGRESS - System Data WILL 
NOT be retain^ - ' • 




*** DOWNLOAD SUCCESSFUL *** 


OxAS 


*** DOWNUX&D.FAILRD **" 


0*ASL_ 


^owrUiriatmir MODE Paces" 


OxAA 


"MODE Uodatfc +tSUCCESSFUL** 


OxAB 


-MODE Uodata **FATTJrcn** 


OxAC 


"Drive will require REFORMAT 
after coHridad 1 * 




No^r AuttHFORMATTlNU - Flease 
wart- r - "This may take up to 1 tour 
or xnoro to complete* 


OxAE 


-FORMAT **SUCCESSFUL**" 


OxAF 


TORMAT ♦'♦FAILED ++* 


CbcBO 


"Wait for Drive LED to turn OFF" 


0*T51 


fl +* Yau must now turn the device 
power OFF to complete the 
download tirocow ** w 


0sB2 


*To complete yoxtr update, erftau a 
-label-m^kcd RoV [otirreritrevrTJS- 
CO 1] and attach to driver 


0xB3 


"System Pause - hit any key to 
continue 4 


0xB4 


"Please wait.." 


0rB5 
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WRITE BUFFER (Mode 6) 


0x32 


WRITE BUFFER (Mode 6) 


0x33 


WRITE BUFFER (Mod* 7) 


0*21 



COMMAND 


CAP VARIABlLK 


MAKE i^BYTB CDB 


0x81 


MAKE 10-BYTB CDB 


0x82 


MARE 15 -BYTE CDB 


0x83 






SPECIFY WRITE BUFFER 
OFFSET SIZE (3-BYTE 
DKSCKIP1IORTO FOIiLOW) 


OxSE 


POINT TO OFFSET IN BUFFER 


OxSF 






SPECIFY IMAGE SIZE (S.BYTE 
DESCRIPTOR TO FOLLOW) 


0x90 






WATT DPT, AY fi-SECONDS 


0r91 


WATTDEIAY ID SECONDS 


0*92 


WAIT DEI-AY 20 SECONDS 


03103 


WAIT DELAY 3D SEOCNDS 


0*94 


WAIT DKLAY €0.SBOG^DS 


0x95 


WAITDELAY 90DECONDS 


0x96 


WAIT DELAY 120 SECONDS 


0x97 _ 
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